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preserve immutability and non-repudiatability of data shared
among multiple entities without requiring a blockchain,
allowing for seamless and performant querying and integra-
tion with unshared data while maintaining cryptographic
integrity.
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1
CRYPTOGRAPHICALLY SECURED
METHOD AND SYSTEM FOR SHARING AT
LEAST ONE DATA RECORD ON A LOCAL
DATABASE AMONG MULTIPLE
PROCESSING NODES, WITHOUT USING A
BLOCKCHAIN

FIELD

The field of the present disclosure relates generally to
sharing data records on local databases in a cryptographi-
cally assured way without using blockchain technology.

BACKGROUND

Since the commercialization of the internet, the exchange
of data between participants has primarily been accom-
plished by sending files of data to one another. As time
progressed, the interactions have become more granular,
real-time, with better APIs, and more expressive data for-
mats. However, the basic pattern of transfer and data inte-
gration logic without strong multi-participant data integrity
remains the same.

Blockchain technology has been developed to address the
need for a decentralized, cryptographically secure data shar-
ing system. However, blockchain technology suffers from
performance and integration issues, and was not initially
designed for the purpose of managing arbitrarily large or
complex data.

There is a need for a method and system that allows
multiple entities to share and synchronize copies of data on
their local databases while maintaining data integrity, with-
out the use of blockchain technology. Such a method and
system should provide cryptographic assurance, be compat-
ible with existing database infrastructure, and provide seam-
less integration and querying capabilities.

SUMMARY

The present disclosure provides a method and system for
sharing copies of at least one data record on a local database
among multiple entities in a cryptographically assured way,
without using a blockchain.

“Cryptographic assurance” in the context of the present
disclosure can mean using cryptographic techniques includ-
ing, but not limited to, public and private keys, digests (e.g.,
SHA3), and digital signatures to prove both the immutable
integrity of data and the non-repudiable identity of a par-
ticipant signing (more broadly, “attesting to”) the data.
Specific existing algorithms such as AES, DES, and IDEA
to encrypt and decrypt data are used in the framework of
cryptographic assurance are but not necessarily features of
the method or system.

“A blockchain” in the context of the present disclosure, is
a decentralized, distributed digital ledger, enabling the
recording of transactions across multiple computers in a
peer-to-peer network. A blockchain includes linked data
blocks containing transaction records, timestamps, and ref-
erences to previous blocks, cryptographic techniques help
ensure data security, providing tamper-resistance and veri-
fiability. In the context of the present application, “a block-
chain” refers to the general concept of such technology
without indicating a specific instance or implementation, as
would be implied when using the term “the blockchain.”

More specifically, certain embodiments of the present
disclosure outline a solution that preserves immutability and
non-repudiatability of data shared among multiple entities
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without requiring a blockchain, allowing for seamless and
performant querying and integration with other unshared
data while maintaining cryptographic assuredness.

Certain embodiments, of the present disclosure relate to a
method that includes setting up reference data for the
entities, defining access entitlements and optional schemas
for sections of data in a record to create a record specifica-
tion (“spec”), facilitating the cosigning of both, and sharing
a duplicate of the data record among the entities in a
cryptographically assured way according to the spec. In
some implementations, the cryptographic sharing of the
duplicate data file is not recorded on a blockchain.

The method or system may include the entities connected
over a communications network (“network”), where the
entities are configured to set up reference data over the
network, and at least one node on the network. A “node” in
the context of the present disclosure is an active logic
process, of some combination of software or hardware, that
both waits for inbound requests to perform actions and based
on various conditions will transmit requests to other nodes.
Nodes may be configured to cosign the reference data by the
entities to create a record spec, and share a duplicate of the
data record in a cryptographically assured way among the
entities.

Covered embodiments are defined by the claims, not this
summary. This summary is a high-level overview of various
aspects and introduces some of the concepts that are further
described in the Detailed Description section below. This
summary is not intended to identify key or essential features
of the claimed subject matter, nor is it intended to be used
in isolation to determine the scope of the claimed subject
matter. The subject matter should be understood by refer-
ence to appropriate portions of the entire specification, any
or all drawings, and each claim.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating an example system
for sharing data among multiple entities in a cryptographi-
cally assured way without using a blockchain.

FIGS. 2-3 are flowcharts outlining an example method for
sharing data among multiple entities in a cryptographically
assured way without using a blockchain according to the
present disclosure.

Some embodiments of the disclosure are herein described,
by way of example only, with reference to the accompanying
drawings. With specific reference now to the drawings in
detail, it is stressed that the embodiments shown are by way
of example and for purposes of illustrative discussion of
embodiments of the disclosure. In this regard, the descrip-
tion taken with the drawings makes apparent to those skilled
in the art how embodiments of the disclosure may be
practiced.

DETAILED DESCRIPTION

The description and drawings described herein represent
example configurations and do not represent all the imple-
mentations within the scope of the claims. For example, the
operations and steps may be rearranged, combined, or
otherwise modified. Also, structures and devices may be
represented in the form of block diagrams to represent the
relationship between components and avoid obscuring the
described concepts. Similar components or features may
have the same name but may have different reference
numbers corresponding to different figures.
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Embodiments of the present disclosure relate to a method
and system for sharing at least one data record on a local
database among multiple entities in a cryptographically
assured way, without using a blockchain. The method
includes setting up reference data for the entities, creating a
spec, facilitating cosigning of the reference data and the
spec, and sharing a duplicate of the at least one data record
among the entities according to the spec in a cryptographi-
cally assured way.

FIG. 1. illustrates a non-limiting example of a system for
sharing data among multiple processing nodes in a crypto-
graphically assured way without using a blockchain. The
example system can include nodes 100, with each node
processing activity for a different entity 101, connected over
a network 102. The network 102 may facilitate communi-
cation among the nodes 100 in a peer-to-peer fashion. The
system further includes a local database 106 that is managed
by the node 100. Information associated with entity 101 is
managed by local database 106.

The nodes 100 can be configured to interact with the local
database 106 and the cryptographic data sharing system and
services an entity 101 on behalf of the entity 101. The
entities 101 can include various types of users, such as
businesses, government agencies, or individuals, each hav-
ing unique roles, responsibilities, and access levels within
the system. Nodes 100 can be configured to perform actions
such as, but not limited to, creating digital signatures, and
creating, modifying, or accessing shared data records
according to assigned access rights.

The network 102 can be any type of network that allows
communication among the entities 101, such as the internet,
a local area network (LAN), or a wide area network (WAN).
The entities 101 can be any type of individuals, organiza-
tions, or devices that require access to the shared data.

The nodes 100 on the network 102 can be responsible for
facilitating the sharing of data among the entities 101. The
node 100 can be any type of computing device, or any
combination of software or hardware, that is configured to
perform the necessary computations and processes to share
data according to the method described herein.

The local database 106 can provide reliable persistence
and retrieval of information. The local database 106 may
take any form of a resource that can persist and retrieve data;
non-exclusive examples include plain files, file-backed
memory caches, and database engines such as, but not
limited to, Oracle or MongoDB. The local database 106 can
persist data to any type of physical storage medium such as
a hard disk drive, solid-state drive, non-volatile flash
memory, or optical disk.

FIGS. 2-3 are flowcharts outlining an example method for
cryptographically sharing data among multiple nodes in a
cryptographically assured way without using a blockchain
according to the present disclosure. As shown in FIG. 2, the
method may begin by setting up reference data for the
entities 101. The reference data may include names of the
entities, public cryptographic keys associated with the enti-
ties, and communications network locations and endpoints
(“addresses”) associated with the entities. The nodes 100
can, in certain implementations, share the reference data
over the network 102.

The reference data for the entities 101 can include the
names of the entities, public cryptographic keys associated
with the entities, and addresses associated with the entities.
The names of the entities can be used to identify each of the
entities 101 that are sharing the data. The public crypto-
graphic keys associated with the entities can be used to
validate digital signatures of the shared data. The addresses
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associated with the entities can be used to route the shared
data to the appropriate node 100. The reference data can be
shared among the nodes 100 over the network 102, with
each node 100 having the ability to store a copy of the
reference data for future use.

The cosigning can be performed using private crypto-
graphic keys of the entities 101. The private cryptographic
keys are not shared among the entities 101 and are kept
secret by each entity to ensure the security of the shared data.

The shared data record can include multiple data sections
as defined in the spec, with each data section being assigned
a signing model and read or write access entitlements for the
entities 101. The signing model can comprise a number of
variables that govern the criteria under which a data section
can be considered accepted by the entities 101. These
variables may include but are not limited to the number of
the entities 101 responding, the percentage responding, the
elapsed time in which entities must respond to the initial
proposal for change, the absolute date-time deadline by
which they must respond, or if a signature may be revoked.
The access entitlements may include “create” and “modify”
and “audit” and others as necessary. Certain data sections
may not be visible to those of the entities 101 that do not
have read access to those data sections.

The method can further include sharing a duplicate of the
at least one data record among the nodes 100 in a crypto-
graphically assured way according to the spec. The duplicate
of the at least one data record is persisted to the local
database 106. The sharing can be performed without record-
ing on a blockchain.

If there is a need to modify the at least one data record,
some embodiments of the method may include initiating a
modification to the at least one data record, as shown in FIG.
3. The initiation may include notifying the nodes 100 about
a proposed modification to the data record, prompting those
of the servicing entities with entitlement to edit to approve
the proposed modification using their private cryptographic
keys, and upon receiving approval in the form of digital
signatures from the nodes with entitlement to edit, creating
a new version of the at least one data record. In some
embodiments, existing records are not modified-only new
versions are added. The method may also include notifying
the entities of the new version without storing the modifi-
cation on a blockchain.

Changes to the duplicate can, in certain implementations,
be persisted to the local database 106 using a lossless
high-fidelity data representation, such as but not restricted to
BSON or CBOR. Binary JSON (BSON) and Concise Binary
Object Representation (CBOR) are binary serialization for-
mats that can be used to efficiently store and transmit data
within the method or system. BSON is a binary format
designed to be lightweight and efficient for data storage,
while CBOR is a compact binary format optimized for
low-latency data exchange. Both formats support the storage
and transmission of complex data structures, such as nested
documents and arrays, while offering substantially more
robust serialization and reversible encode/decode capabili-
ties vs. text-based formats like JSON or XML. The method
or system can be configured to utilize either BSON, CBOR,
or other suitable serialization formats based on specific
performance and compatibility requirements.

BSON, CBOR, and other lossless data formats can play a
role in ensuring seamless data integration into the local
database 106. Lossless formats enable efficient and accurate
data representation, which can be useful for maintaining data
integrity across databases of multiple entities 101. Addition-
ally, BSON and CBOR are schema-less and support a wide
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range of data types, making them highly adaptable to
different database systems and data structures. This flexibil-
ity allows the method or system to easily integrate data into
various local databases 106 without the need for complex
data transformation or loss of data fidelity that can occur
with JSON or XML.

The method or system of the present disclosure can be
integrated with various local databases 106, such as rela-
tional databases, NoSQL databases, or other types of data
storage solutions. This allows the method or system to
leverage existing data storage infrastructure and simplify
data management for participating nodes 100. The method
or system can be adapted to interact with different database
systems using database connectors or APIs, which facilitate
communication and data exchange between the method or
system and the local database 106.

The method or system can accommodate a mixture of
shared and unshared data within the local database 106 of
each entity 101. “Shared data” refers to information that is
accessible and synchronized among the multiple entities
101, while “unshared data” remains exclusive to the indi-
vidual entity 101 and is not shared or synchronized with
other entities 101.

The method or system of the present disclosure retains the
characteristics of immutability and nonrepudiation that had
previously been exclusively associated with blockchain
technology. The method or system of the present disclosure
achieves immutability by generating and storing crypto-
graphic signatures for each data record. When a node 100
makes changes to the data, a new version of the record is
created and a signature is created using the private key of the
entity being serviced on behalf of the node 101, confirming
the identity of the entity and the integrity of the change.
Nonrepudiation is achieved by validating signatures against
the public keys of the entities 101, which can be used to
verify the authenticity of the record and prevent any entity
101 from denying responsibility. This process creates a
tamper-evident and auditable record of all transactions
within the method or system, ensuring data integrity and
accountability among participating entities 101.

The method or system presented in the present disclosure
can also leverage a distributed, decentralized, peer-to-peer
architecture. This architecture can be designed to enhance
the security, efficiency, and scalability of the method or
system, offering significant advantages over traditional cen-
tralized databases and blockchain-based solutions.

In a distributed architecture, the cryptographically assured
data sharing method or system distributes data across mul-
tiple nodes within the network, storing each data record or
dataset within the local database 106 of the entities 101. By
distributing the same data across numerous nodes, the
method or system reduces the risk of engineered tampering
at any one node because other nodes will not reflect the
changes. Additionally, the distributed approach, as com-
pared to a central authoritative source of data, eliminates
traffic congestion at the central host, especially as a result of
compute-intensive queries, ensuring that the method or
system remains responsive and efficient even as the volume
of shared data grows.

The method or system of the present disclosure operates
on a decentralized architecture, eliminating the need for a
central authority or single point of control. The decentralized
nature of the method or system provides enhanced security
and resilience, as there is no single point of failure that can
be targeted or compromised by malicious actors. Further-
more, the decentralized architecture helps to prevent data
manipulation or censorship, as all participating entities 101
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within the network 102 have their own access to copies of
the shared data and can verify its authenticity independently.

The method or system may incorporate peer-to-peer com-
munication through a secure communication channel on the
network 102, enabling direct and secure data exchange
between participating nodes 100 without the need for inter-
mediaries or central servers. The peer-to-peer communica-
tion model ensures that data is transmitted efficiently and
securely, reducing the potential for latency or bottlenecks
associated with traditional central server models.

Additional aspects of the present disclosure will now be
illustrated by way of the following non-limiting example. In
the present example, four companies, Oak.com, Cedar.com,
Maple.com, and Pine.com, wish to share certain data using
a three-phase process: setting up entity reference data (Ac-
tivity A), establishing data record schemas and sharing
specifications (again, “spec”) (Activity B), and enabling
ongoing data creation/modification with a sharing and sign-
ing workflow (Activity C).

In Activity A, participants set up reference data. Each
company has its own database, which can be on-prem, in the
cloud, as-a-service, or any combination thereof. Managed
data is split into two domains: reference data (e.g., entities,
keys, specs) and the actual data (e.g., staging/temporary,
rejected, and validated delivery material). Each participant
shares its own reference data including entity name, public
cryptographic key, and address with others. The reference
data can then be digitally signed by each participant and then
shared with the other participants. The result is that each
participant captures digital signatures, providing nonrepu-
diation and data integrity, for all the other participants.

In Activity B, participants establish specs. Data is segre-
gated into sections based on participant access requirements
and the appropriate access rights assigned. Section read/
write entitlements are assigned according to the require-
ments. Specs are then co-signed and distributed among
participants in the same manner as the entity reference data
described in Activity A.

In Activity C, the ongoing operational use of the present
example takes place. The sharing and signing workflow is
initiated with the staging of a new record or the modification
of any existing record, followed by three steps: (1) publish-
ing to other nodes as described in the spec; (2) a “flurry” of
cosigning activity, described below; (3) making the change
transactionally visible when all necessary signatures are
collected.

In the context of the present example, the term “flurry”
refers to a stage in the process where multiple nodes 100,
such as Maple and Cedar, are simultaneously collecting
other signatures and publishing their own signatures for a
given request. This stage is called “The Flurry” because
there is a high level of concurrent activity among the
participating nodes as they collaborate to finalize the
change.

Integration with unshared data is achieved using foreign
keys linking unshared and shared data. A “foreign key” is an
industry standard data design concept and in the present
disclosure, the foreign key is a field in a table of the local
database 106 that is designed to establish a relationship with
the shared data managed by the method or system. The
foreign key enables a local table to reference the shared data
for query purposes, allowing applications to access and
integrate both local and shared data in a seamless manner.

By using a foreign key, the present disclosure allows
participants to maintain existing local data structures and
schemas while still being able to access and use the shared
data effectively. This approach ensures data consistency and
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integrity across all participating entities while providing
flexibility in the local data management and usage. As a
result, participants have identical copies of both reference
and target data, while maintaining unique local schemas.
Moreover, by using foreign keys, the method or system can
maintain consistency and establish connections between
related data records encoded in BSON, CBOR, or other
supported formats.

Some modifications to the disclosure may be readily
apparent to those skilled in the art, and the principles defined
herein may be applied to other variations without departing
from the scope of the disclosure. Thus, the disclosure is not
limited to the examples and designs described herein, but is
to be accorded the broadest scope consistent with the
principles and novel features disclosed herein. Among those
benefits and improvements that have been disclosed, other
objects and advantages of this disclosure will become appar-
ent from the following description taken in conjunction with
the accompanying figures. Detailed embodiments of the
present disclosure are disclosed herein; however, it is to be
understood that the disclosed embodiments are merely illus-
trative of the disclosure that may be embodied in various
forms. In addition, each of the examples given regarding the
various embodiments of the disclosure which are intended to
be illustrative, and not restrictive.

In this disclosure and the following claims, the ordinary
meaning of the word “or” is broadened to indicate an
inclusive list such that, for example, the list of X, Y, or Z
means X or Y or Z or XY or XZ or YZ or XYZ. Also the
phrase “based on” is not used to represent a closed set of
conditions. For example, a step that is described as “based
on condition A” may be based on both condition A and
condition B. In other words, the phrase “based on” shall be
construed to mean “based at least in part on.” Also, the
words “a” or “an” indicate “at least one.”

Throughout the specification and claims, the following
terms take the meanings explicitly associated herein, unless
the context clearly dictates otherwise. The phrases “in one
embodiment,” “in an embodiment,” and “in some embodi-
ments” as used herein do not necessarily refer to the same
embodiment(s), though it may. Furthermore, the phrases “in
another embodiment” and “in some other embodiments” as
used herein do not necessarily refer to a different embodi-
ment, although it may. All embodiments of the disclosure are
intended to be combinable without departing from the scope
or spirit of the disclosure.

As used herein, the term “based on” is not exclusive and
allows for being based on additional factors not described,
unless the context clearly dictates otherwise. In addition,
throughout the specification, the meaning of “a,” “an,” and
“the” include plural references. The meaning of “in”
includes “in” and “on.”

All prior patents, publications, and test methods refer-
enced herein are incorporated by reference in their entireties.

Variations, modifications and alterations to embodiments
of the present disclosure described above will make them-
selves apparent to those skilled in the art. All such variations,
modifications, alterations and the like are intended to fall
within the spirit and scope of the present disclosure, limited
solely by the appended claims.

Any feature or element that is positively identified in this
description may also be specifically excluded as a feature or
element of an embodiment of the present disclosure as
defined in the claims.

As used herein, the term “consisting essentially of”” limits
the scope of a specific claim to the specified materials or
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steps and those that do not materially affect the basic and
novel characteristic or characteristics of the specific claim.

The disclosure described herein may be practiced in the
absence of any element or elements, limitation or limita-
tions, which is not specifically disclosed herein. Thus, for
example, in each instance herein, any of the terms “com-
prising,” “consisting essentially of and “consisting of”” may
be replaced with either of the other two terms. The terms and
expressions which have been employed are used as terms of
description and not of limitation, and there is no intention in
the use of such terms and expressions of excluding any
equivalents of the features shown and described or portions
thereof, but it is recognized that various modifications are
possible within the scope of the disclosure.

The invention claimed is:

1. A cryptographically secured method of sharing at least
one data record on a local database among multiple pro-
cessing nodes, without using a blockchain, the method
comprising:

setting up reference data for multiple entities, where the

entities are serviced by the nodes;

facilitating cosigning of the reference data to create a

record specification (“spec’), where the spec comprises
at least one name of at least one section of the at least
one data record; and for the at least one section, an
assignment of access entitlement associated with the
entities;

sharing the at least one data record among the entities in

a cryptographically assured way according to the spec,
thereby creating a cryptographically secured duplicate
of the at least one data record, where the cryptographi-
cally secured duplicate of the at least one data record
corresponds to the at least one data record on the local
database, where the cryptographically secured dupli-
cate of the at least one data record is shared according
to a level of the access entitlement associated with the
entities, and where the cryptographically secured dupli-
cate of the at least one data record is not recorded on a
blockchain.

2. The method of claim 1, where setting up the reference
data for the entities comprises:

defining and distributing names of the entities; distribut-

ing, among the entities, public cryptographic keys
associated with the entities;

and distributing communications network addresses (“ad-

dresses”) associated with the entities.

3. The method of claim 1, where the cosigning of the spec
is performed using private cryptographic keys of the entities.

4. The method of claim 1, where each section further
comprises a schema to enforce a structure or values of data
in that section.

5. The method of claim 1, further comprising:

initiating a modification to the at least one data record,

where initiating the modification to the data record

comprises:

notifying the entities about a proposed modification to
the data record;

prompting those of the entities with entitlement to edit,
to approve the proposed modification using their
public cryptographic keys;

upon receiving approval from the entities with entitle-
ment to edit, creating a new version of the at least
one data record, without storing the modification on
a blockchain.

6. The method of claim 1, where the section is not visible
to those of the entities who do not have read access to the
section.
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7. The method of claim 5, where creation of a new version
of the at least one data record is not visible to those of the
entities who do not have access to the at least one data
record, until the modification is approved by those of the
entities who do have access to the at least one data record.

8. The method of claim 1, where a level of access
comprises:

create, modify, or audit.

9. The method of claim 1, where the local database
comprises both shared and unshared data.

10. The method of claim 6, where at least one new version
of the cryptographically secured duplicate of the at least one
data record is persisted to the local database of at least one
node using a lossless high-fidelity data representation.

11. The method of claim 1, where certain sections of the
at least one data record are not visible to those of the entities
who do not have access to those data sections.

12. The method of claim 3, where the private keys are not
shared among the entities.

13. The method of claim 10, where the lossless high-
fidelity data representation comprises BSON.

14. The method of claim 10, where the lossless high-
fidelity data representation comprises CBOR.

20

10

15. A system for sharing at least one cryptographically
secured data record on a local database among multiple
entities, without using a blockchain, the system comprising:

the entities connected over a network (“network”), where

the entities are configured to set up reference data over
the network;

at least one node on the network, where the at least one

node is configured to:

cosign the reference data and record specifications
(“spec”). where the spec comprises at least one name
of at least one section of the at least one data record;
and for the at least one section, an assignment of
access entitlement; and

share a cryptographically secured duplicate of the at
least one data record among the entities in a cryp-
tographically assured way, where the cryptographi-
cally secured duplicate of the at least one data record
corresponds to the at least one data record on the
local database. where the cryptographically secured
duplicate of the at least one data record is shared
according to a level of access associated with the
entities, and where the sharing of cryptographically
secured duplicate of the at least one data record is not
recorded on a blockchain.

goooao
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